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MCTIOJIb30BaHMSI 3JIEKTPOHHBIX YCTPOMCTB NOTPEOHOCTH B KNOEPOE30MacCHOCTH KaK HUKOT/a BHICOKA.
Bompocs! knbepOe30nacHOCTH UMEIOT MPSIMYIO CBSI3b C BOIIPOCAMH HAIMOHAIBHON 0€30MacHOCTH
rocygapctBa. VHTepHET H cOUMaNbHBIE CETH MOTYT HCIIOJIB30BAaThCS JUIA  YIPABJICHUS
OO0IECTBEHHBIM CO3HAHMEM, BIUSHUS HA OINPEAEICHHbIC coluanbHble rpynmsl. [loanomacmtabHOE
npUMeHEeHHEe MU(POBBIX TEXHOJIOTHI B HACTOSIIEE BPEMSI SIBIISIETCS OTHOM M3 HEOTHEMIIEMBIX YacTel
B Y/IOBJICTBOPEHHH E€XKEIHEBHBIX NOTpeOHOcTel rpaxnan. Lludposas Tpanchopmarus momoraer
KOMIIAHHUAM aJalTUPOBATHCS MO 3alpOChl M3MEHSIONIETOCS PBIHKA W BHEIPSTH MPOrPECCHUBHBIC
MozenH BeaeHus OusHeca. OTpacieBble TUIEpbl Bcephe3 03a004eHBI IEPEBOAOM CBOUX IPOIECCOB B
digital ¥ TEeXHOJIOrMYECKUM TPEBOCXOACTBOM OTHOCHUTEIBHO KOHKYPEHTOB. OJTO BO3MOXHOCTb
MOBBICUTH (P (PEKTHBHOCTH MPOIECCOB U, KaK CIEICTBHE, YIYYLIUTh KAYECTBO CBOUX MPOAYKTOB MIIH
YCIIYT, a TaK)Ke CYIIECTBEHHO YBEIMYUTD MPUOBLIB AJIs1 aKIIMOHEPOB U BIIa/IeTIbIIEB On3Heca. BaxHbIM
ycnoBueM 3((GEKTHBHONW KHOEp3allUThl SBISETCS WHTETPAlMsi COBPEMEHHBIX TEXHOJIOTHH
MCKYCCTBEHHOTO MHTEJUICKTA, aHAIUTUKU OOJNBIINX JAaHHBIX M OONAUYHBIX PEIICHHH, TTO3BOJISTIOIINX
OIIEPAaTUBHO BBISABIATH YrPO3bl, MUHUMHU3UPOBATh PUCKH M IPEJOTBpAIaTh KHOCPUHLUACHTHI B
peaNbHOM BpeMeHHU. AKTyalTbHOCTh TeMbI KHOEepOe30macHOCTH B (PMHAHCOBOM CEKTOpE O0YCIIOBICHA
HE TOJIBKO POCTOM KOJIMYECTBA U CIIOKHOCTH aTakK, HO U BO3PACTAIOIINMH TPEOOBAHUSIMU CO CTOPOHBI
PETYISITOPOB, KIMEHTOB W MEXKAYHApOIHBIX MapTHEPOB. B ycnoBusax nudpoBH3anmmuy 3KOHOMHKH
obecniedenue ycrounBoct UT-uHGpacTpyKTypbl CTAHOBUTCS BaXHEWIIMM (DaKTOPOM J10BEpUs K
¢buHaHCOBBIM MHCTHTYTaM. Kpome Toro, Ha (hoHE IIOOAIBHBIX TPEHJOB — TaKUX KakK yHaJEHHas
pabota, nudpoBbie BaIIOTHI U open banking — pacimupsieTcs CIeKTp yrpo3, TpeOyIoIuX aaanTaniu
CYIIECTBYIOIIMX ITOIXO0OB K 3aIIUTe WHPOPMAIIMH. JTO MCCIIEJOBAaHUE HANPABIICHO HA BBISBICHUE
KJIIOUEBBIX aCIIEKTOB obecreueHus kubepoezonacuoctu B Pecnyonuke Kazaxcran, ¢ yuéTom mydmmx
MEXTyHApPOIHBIX MPAKTHK U HOPMATHBHBIX CTAaHIAPTOB.

Knrwoueswie cnosa: xnbepdbe3onacHOCTb, 0aHKH, HHHOBALIMH, (PUHAHCOBBIN, KHOEPCTpaxOBaHUE.
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AHHOTAIUSA

Kazipri mudpnbik onemae KuOEpKayilcCi3miK 3aMaHayd TEXHOJOTHUSIIAPABIH €H MaHBI3/IbI
acrekTijepiniy Oipi Oonbin Tabbuiaabl. MHTEpHETKE TOYENIUTIKTIH apTybl JKOHE HICKTPOHIIBIK
KYPBUIFBIIAPBI TMaiijlajlaHy KeJIEMIHIH YJIFaloblHAa OalIaHbICTBl KHOEpKAyINCI3MIKKE JereH
KKETTUTIK OYpBIHFBIIAH JAa >korapbl. KuOepkayimncizmik Mocenenepi MEMIIEKETTIH YITTHIK
Kayimnci3Iiri MocesenepiMeH Tikelel OaimaHbICThl. IHTEPHET TeH OJIEYMETTIK KEIIep KOFaMIIbIK
caHaHbl 6ackapy, 6enriii 6ip aleyMeTTiK TONTapFa BIKIAI €Ty YILIiH KOJJaHbUTybl MyMKiH. Kasipri
VaKpITTa  IUQPIBIK  TEXHOJOTHSUIAPAbl  ayKbIMIBI  KOJJIaHy  a3aMarTapAblH  KYHJIENIKTi
KKETTUTIKTepiH KaHaraTTaHABIPYAbIH axblpamac Oedirine aitHanmabl. Ludpnsik Tpancdopmarus
KOMIAHHsJIApFa ©3Tepill KaTKaH HapPBIKTBIH CYpaHbICTapblHA OciliMuenyre »oHe OW3HEeCTI
KYPTi3yIliH MPOTPECCUBTI YITUIEPiH €HT13yre kKomekTeceai. Canaiblk Kemobacuibiap 63 IpoIecTepin
digital-ra xermmipy >xoHe OoceKeleCTepiHe KaThICTBI TEXHOJOTHSUIBIK OachIMJIBIKKA KOJ JKETKi3y
MoceleciHe IbIHAN KeHUT 6emyae. by nponectepain THIMALIITIH apTTHIPYFa, COHBIH CalliapblHAH
OHIMJIEp MEH KBI3METTEP/IiH CallachlH JKaKcapTyFa, COH/Iali-aK aKIMOHEpIiep MEH OM3HEC UelepiHiH
TaOBICBIH alTapIbIKTal KeOeiTyre MyMKiHAIK Oepeni. KnbepkoprayaplH THIMII MIApTTapbIHBIH Oipi
— ’KacaH/Ibl MHTEJUICKTTIH 3aMaHayd TEXHOJOTHSUIAPBIH, YJIKEH JIEPEeKTepAl Tajnay MEH OYJITTHIK
HIeTIIMIEPIl WHTETpalHsIay, oJlap Kayirm-Karepiep/i >KeIesl aHBbIKTayFa, TOyCeKeIAepil a3aiTyra
XKOoHE KHOSpUHIIMACHTTEP/I1H allJIbIH allyFa MyMKiH1K Oepeni. Kap:kbl cekTopbinaa KuOepKayincizaik
TaKbIPBIOBIHBIH ©3€KTUIIN TEeK IalybUITapIblH CaHbl MEH KYPICIUITiHIH eCyiMeH FaHa eMec,
COHBIMEH Oipre peTTEeyIIUIepAiH, KIUSHTTEP/IH JKOHE XaJbIKapalibIK CEPIKTeCTEPIiH OcCIil Kele
KaTKaH TaJanTapbIMeH [ OallaHbICThl. OKOHOMMKAHbl LU(ppraHaelpy kargaiibiga [T-
MHQPPAKYPBUILIMHBIH TYPAKTBUIBIFBIH KAMTaMachl3 €Ty Kap)Kbl MHCTHTYTTapblHA JIETCH CCHIMHIH
6actel (hakTopsl OombI TaObUIaAbl. COHBIMEH KaTap, KAIIBIKTaH XKYMBIC iCTeY, IU(PIBIK BaIIOTAIAP
XoHe open banking cusKTHI *ahaHIBIK ypaicTep asChIHIA aKIMapaTThl KOPFayIblH KOJJIaHBICTAFbI
Tocuiaepin OeiliMaeymi KaxeT eTeTiH Karepyiep crnekTpi keHeronme. byn 3eprrey Kasakcran
PecnyOnukacbiHarbl  KMOEPKAYINCI3AIKTI KaMTaMmachl3 €TYIIH HEri3ri aclekTUIepiH, Y3MIK
XaJBIKApPANBIK TOKIpHOeIep MEH HOPMATHUBTIK CTaHAAPTTAPIbl €CKEpe OTBIPHIN, AaHBIKTayFa
OarbpITTaNFaH.

Kinm ce30ep: xubepKayirnci3aik, 0aHKTep, HHHOBAIUSIIAP, KapPKbUIBIK, KHOEPCAKTAHABIPY.
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Abstract

In today's digital world, cybersecurity is one of the most important aspects of modern
technologies. The need for cybersecurity is higher than ever due to increased internet addiction and
increased use of electronic devices. Cybersecurity issues are directly related to the issues of national
security of the state. The internet and social networks can be used to control public consciousness, to
influence certain social groups. Currently, the large-scale use of digital technologies has become an
integral part of meeting the daily needs of citizens. Digital transformation helps companies adapt to
the demands of a changing market and implement progressive models for doing business. Industry
leaders are seriously paying attention to the issue of transferring their processes to digital and
achieving technological superiority over their competitors. This makes it possible to increase the
efficiency of processes, and, as a result, improve the quality of products and services, as well as
significantly increase the income of shareholders and business owners. One of the most effective
conditions for cybersecurity is the integration of modern artificial intelligence technologies, big data
analysis and cloud solutions, which will make it possible to promptly detect threats, minimize risks
and prevent cybersecurity. The relevance of the topic of cybersecurity in the financial sector is due
not only to the growing number and complexity of attacks, but also to the growing demands of
regulators, customers and international partners. Ensuring the stability of the IT infrastructure in the
context of digitalization of the economy is a key factor in trust in financial institutions. At the same
time, against the background of such global trends as remote work, digital currencies and open
banking, the spectrum of threats is expanding, which requires adapting existing approaches to
Information Protection. This study is aimed at identifying the main aspects of ensuring cybersecurity
in the Republic of Kazakhstan, taking into account the best international practices and regulatory
standards.

Keywords: cybersecurity, banks, innovations, financial, cyber insurance.

1. BBenenune

B coBpemenHOM Mupe HH(OPMaIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTMHM MPUMEHSIOTCS B
Pa3IMYHBIX O0JACTIX MPO(PECCHOHATBHON AESITENbHOCTH, HAyYHOW M MpPaKTUYecKoil pabote, ms
caMo00pa3oBaTeIbHBIX U IPYTuX Lenei. MHpopManmoHHble HayKu CBsI3aHbI CO COOPOM, XpaHEHUEM
U aHAJIM30M JIaHHBIX. Pa3BUTHE TEXHOJOTMI MPUBEIO K CO3AAHUI0 OTPOMHBIX OOBEMOB JaHHBIX, U
nH(GOpPMalIMOHHBIE HAYKH CTaJIHM UTPATh BAXKHYIO POJIb B YIIPABICHUU U aHAJIU3€E STUX JaHHBIX.

I'ox 3aTOOM B MHpE CTAaHOBHTCS BCE OOJIBIIIE YTPO3 U MTPOUCXOIUT BCE OOJIBIIE yTEUEK TaHHBIX.
Yaie Bcero yTeuke JaHHBIX MOJABEPraroTcs MEIUIIMHCKUE U TOCYAAPCTBEHHBIC YUPEKACHUS WU
opram3anuu 13 chepbl PO3HUYHONW TOProBIHU. B OONBIIMHCTBE ClydaeB MpPUYMHA — JEUCTBUS
pecTynHUKOB. HekoTopsie opranuszaiiy IpUBIEKaOT 3I0YMBIIIICHHUKOB MO MOHATHON MpHUYNHE
— Y HUX MOXHO YKpacTb (PMHAHCOBBIC 1 MEUIIMHCKUE JTaHHBIC.

OpHako MUIIEHBIO MOKET CTaTh Jt00as KOMIAHMS, BeIb MPECTYMHUKH MOTYT OXOTUTHCS 3a
JaHHBIMU KJIMEHTOB, IINMUOHUTH WJIM TFOTOBUTH aTaKy Ha OJHOTO M3 KJIMEHTOB. OYeBHUJHO, 4TO
MacmTad Kubepyrpo3 OyeT pacHIMpsThCS, CIeI0BaTENbHO, MI00ATbHBIE PACXOIbI HA PELICHUS 110
kuOepbe3onacHocTn OymyT yBenwumBathes. Ilo mporHo3am Gartner, B IICJIOM pacxojbl Ha
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kubepOe3onacHocTh B Mupe gocturHyT $188,3 mapa B 2023 roay, a k 2026 romy npeBbicsat $260
mipa. [IpaBuTensCTBa pa3HBIX CTpaH OOPIOTCS € MPECTYMHUKAMH, TOMOTasi OpraHU3aIusIM BHEIPSITh
s dextuBHBIC MeTOABI KHOEepOe3onacHocTH (Ky3emuuesa T.I'., ['omoBanosa 2025).

B coBpemeHHOM 1H(PPOBOM MHpE KHOEPOE30MACHOCTh CTajla BAXKHEHIIMM aCIEKTOM
COBPEMEHHBIX TEXHOJOrui. B cBsi3u ¢ pacTyiieil 3aBUCUMOCTBIO OT VHTepHeTa U yBelIMueHUEM
MCTIOJIb30BaHMS AJIEKTPOHHBIX YCTPOUCTB MOTPEOHOCTH B KNOEPOE30MacHOCTH KaK HUKOT/Ia BHICOKA.

B coBpeMeHHOM MUpe BaKHEHIIINM KOHKYPEHTHBIM (PAaKTOPOM B OAHKOBCKOM CEKTOPE SBIIAETCS
BHE/JIPEHHE WHHOBAIMM M pa3BUTHE HH(DOPMAMOHHBIX TeXHOJIOTWH. OJHAKO aHHBIA HPOIECC
COTMPOBOXKIAETCA TaKXKe IMOSBICHHEM HOBBIX BHIOB MOIIeHHUYecTBa. Hambomnpimii uHTEpec amst
KHOepnpecTyHUKOB IIpe/icTaBiseT pruHaHCOBbIN cexTop. [Ipobnema pa3Butus KubeprpecTynHOCTH
ABIIAETCA KpaiiHe aKTyalIbHOU U 311000 JHEBHON BCJIEICTBUE MACIITa0OB MOTEPh, KOTOPHIE €XKET0THO
HECYT KpEAMTHbIE OpraHu3aluu 1o Bcemy mupy. OnHako, Ha TEKyLIEM d3Tale CHU)KEHHE Kuoep-
PHUCKOB, B TOM UHCJI€ B 0AHKOBCKOM CEKTOPE, Pa3BUTO c1ab0 BBUAY HOBU3HBI TPOOJIEMBI, OTCYTCTBHS
HCTOPUYECKON MPAKTUKU OOpBOBI ¢ KHOEPIPECTYITHOCTRIO Ha YPOBHE OTIEIBHBIX OpraHU3alnH, a
TaK)Ke CJIOKHOCTU B aHANIU3€ U OLIEHKE JIAHHOTO BU/A PUCKOB. B CBS3M ¢ 3TUM TeMa Huccie10BaHus
SIBJISIETCS] aKTYJIbHOM KaK C TEOPETUYECKOM, TaK U C IPAKTHYECKON TOUKH 3PEHUS.

Lenbto nccenoBaHus SIBISETCS pacCCMOTPEHHE U pa3paboTKa peKOMEHAALUH M0 00eCcTIeYeHUI0
k1Oep0Oe3011acHOCTH KOMIIaHUH B COBPEMEHHBIX YCIOBUSX.

3alayaMu MCCIIEeIOBAHUS SBISIOTCSA: PACCMOTPEHUE TEOPETUYECKUX OCHOB KHOepOe30acHOCTH
B COBPEMEHHBIX YCJOBMAX; aHanu3 oOecnedeHus KkubepOezonmacHoctd B Kaszaxcrane;
COBEPILEHCTBOBAHHE CUCTEMBbI YIPaBICHUS KHOepOe30IacHOCThIO B pecyOInKe.

2. MaTepuaJjibl H MeTOAbI

Hcnonb30BaHbl METO/IBI UCCIIEIOBAHMSA:

- aHaluM3 W 0030p JHUTEpaTypbl M HOPMATHBHO- IPAaBOBBIX akTOB. lIpoaHanu3upoBaHbI
MEXIAyHapoJHbIe U Ka3aXCTaHCKUE OMpeeNIeHNs] TepMHHA «KubepOe3onacHOCThY. Vcrmoib30BaHbl
OIpe/ieIeHUs] M3 3aKOHOB, CTpaTeruif, KOHLEMIMH, a TakkKe Hay4YHbIX NyOnuKanui, 00630p
MCTOYHUKOB, HOPMATHUBHbIE U AHAJTTUTHYECKHUE JOKYMEHTHI.

- CpPaBHMTENBbHBIA aHAlIM3: CPABHUBAIOTCS OMNpEIENCHHUs KHOepOe30MacHOCTH B Pa3IMYHBIX
ctpaHax u opranuzauusax (Kazaxcran, BemukoOputanusi, Cunramyp, [SO, aBTOpBI 3amagHbIxX
PYKOBOJICTB), IPOBEJIEH CPaBHUTENbHBIN aHau3 yrpo3 (pummar, DDoS, Bpenonocnoe [10 u T.11.) 1
noka3zaHa ux quHaMuku 3a 2022-2024 ronwl.

- CTaTUCTHYECKUH aHaIM3: AHAIM3UPYIOTCS KOJMYECTBEHHBIE JaHHBIE IO KuOeparakawm;
HCIIOJIB3YIOTCS JIAHHBIE COLMOJIOTMYECKHX OMPOCOB MO OCBEAOMIICHHOCTH HACEJICHUs, IPUMEHEHA
JUHAMHYECKas OLICHKA.

- KOHTEHT-aHaIU3 HU(POBBIX YIpo3: MPOBEIEHA OIICHKA Pa3BUTHUS U MPUMEHEHUS! TEXHOJIOTUI
DeepFake, BpeZOHOCHBIX Mporpamm, HHCAWAEPCKUX YIrpo3, aTak Ha LEMNOYKH IOCTaBOK,
aHAIM3UPYIOTCS COBpeMEHHbIE TpeH bl B chepe MU, nmudpoBu3aiy U CHHTETHYECKUX JTAHHBIX.

- JaHa OIICHKa cTparerndyeckoro yposHs (policy analysis): ucciemnoBaHbl TOCYJIapCTBEHHBIC
WHUIMATUBBI B oOnactu kubOepOezomacHocTr (Konmermmmst «KuGepmmr», crpaterus mudpoBoi
HKOCHUCTEMBI, IIaHBI co3/laHus kubeprnomurona, BugBounty u np.)., paccmorpen Bkiaa Kasaxcrana
B MEKyHapOJHbIC peUTHHTH, BKItouas [ 1obanpHbIN nHAEKC KnoepoesomacHocTu (GCI).

- TpeACTaBieH rpaduyecKuii M BU3yalbHBIN aHAIN3: MCIIOIB30BaHbl PHCYHKH OTPasKaloIINe:
B3aMMOCBS3b KuOepOe3onacHocTu ¢ ApyruMu obnacTsamu (1o ISO), kimoueBbie yrpo3bl, peHTHHTH U
[IOKa3aTeIN OCBEAOMIICHHOCTH HAaceJIEHUs], HallpaBJIEHNUs FOCYAapCTBEHHON MOJUTHKY.

3. Pe3yabTaThl M UX 00CYKIeHHE

Tepmun «xubepOe3onacHOCTb» ObUI M OCTAaeTCs OJHUM M3 O0CYKIAEMBbIX IPEIMETOB
uccienoBateneidl. B 1mensx mnoHuMaHus W moAnepKku naHHoro ¢enomena B 2013 rogy B
Okcdopackuii  cioBapb 0Obuto  m00aBiaeHo cinoBo «Cybersecurity / KubepOezomacHOCTBY.
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OcHOBBIBasACH Ha 0030pe JINTEPATYPbl, ObLIO BBISBICHO, YTO AJAHHBIA TEPMUH IIMPOKO UCIIONIB3YeTCH,
U €ro ompeneneHus pasnuyarorcsi. OTCyTCTBHE KpaTKOro, HIMPOKO MPHUEMIIEMOTO ONpPEEICHUS
KHOepOe30I1acHOCTH 3aIlyThIBAET, U MOPOH MOXKET ObITh OAPHEPOM TEXHOJOTMYECKUMHU HAyUHBIM
TOCTIDKEHUSIM, YKPETUISis PEUMYIIECTBEHHO TEXHUUECKUH B3I Ha KubepoOesonacHocTh. Kpeliren
N., Muaxyn-Tu6o H., u ITepce P., nognepsxusarot nanusiii moaxoy (Mcabaesa C.b. 2019).

Onpenenenus kubepOe30MacHOCTH, KOTOpble Hanbojee YETKO OMUCHIBAIOT €€ CYITHOCTHHIC
JJIEMEHTBI:

“Kubep0be30nmacHOCT B OCHOBHOM COCTOMUT M3 3alUTHBIX METOJIOB, HCIOJIB3YyEeMbIX IS
OoOHapy»XEeHHs U MPEeceueHus: MOTeHIIMANbHBIX 30yMbIUIeHHUKOB” (Kemmerer, R. A. 2003).

“KubepOe30nacHOCTh TOpa3yMeBaeT 3allUTy KOMITBIOTEPHBIX CETCH U COJEPKAIICHCS B HUX
MHpOpPMALUU OT IPOHUKHOBEHMS, a TAK)KE OT 3JI0HAMEPEHHOI'0 MOBPEeXIeHUs Win c6os B padore”
(Lewis, J. A. 2006).

“Kubep0Oe30nacHOCTb IMpeanoaraeT CHUKEHUE PUCKAa BPEIOHOCHBIX aTak Ha IPOTrPaMMHOE
obecrieyeHne, KOMIbIOTEpHI U ceTH. Cio1a BXOIAT HHCTPYMEHTHI, HCITONB3yEeMbIe [Tl OOHAPY KEHHUSI
B3JIOMOB, IPEIOTBpAILEHUs] NPOHUKHOBEHUS BUPYCOB, OJOKHPOBAHUS BPEJIOHOCHOIO JAOCTYIIA,
NPUHYIUTEFHON ayTeHTHU(HUKAIMK, odecnedeHus: mu(poBaHHON CBSI3U U Tak janee” (Amoroso,
2006).

“HckyccTBO 00ecreunBaTh CyIIECTBOBAHME M HEMPEPHIBHOCTh WH()POPMAITMOHHOTO OOIIEeCTBa
HallMM, TapaHTUpPys M 3alMiias B KMOEpHIpoCTpaHCTBE €€ MH(OPMAIMIO, aKTUBBI M KPUTHUECKU
BaXkHY10 UH(ppacTpykTypy” (Canongia & Mandarino, 2014).

“JlesITeNbHOCTh WM IIPOLECC, BO3MOMKHOCTH, WJIM COCTOSIHUE, IOCPEICTBOM KOTOPBIX
MH(}OPMallMOHHO-KOMMYHHKAIIMOHHBIE CUCTEMBI U COJIEprKallasicsi B HUX MH(GOpMaIus 3alHUILIEHbI
OT MOBPEXACHUS, HECAHKIMOHUPOBAHHOTO MHCIIOJIb30BaHUS, MOAM(DUKALNN WU SKCIUTyaTaluu”’
(DHS, 2014).

“Kubep0e30nacHOCTb - 3TO COBOKYITHOCTh HHCTPYMEHTOB, IOJIUTUK, KOHIIETIIUI O€30MaCHOCTH,
rapanTuil 0e30MacHOCTH, PyKOBOISAIINX MPUHLIUIIOB, TOAX0/I0B K YIPABICHUIO PUCKAMHU, AEHCTBUIA,
o0yuyeHHs, TIepeloBON MPAKTHKH, TapaHTUIl W TEXHOJOTUH, KOTOPBIE MOTYT HMCIIOIB30BaThCs IS
3alUThl KUOEPIPOCTPAHCTBA, OpraHU3alliu U akTUBOB Mosib3oBareneil” (ITU, 2009).

Panee nansbiii acnekt B PecnyOmuke Kaszaxctan uccnenoBana TatapunoBa JI., koTopas
npejjiaraja BHECTH Ha 3aKOHO/1aTeIbHON ocHOBe noHsTue «Kubepdeszonacuocts» (TaTapunosa JI.,
2014). Ona Takke OTMETWIa OO0 OTCYTCTBHM YETKOTO OIPEACICHUs TEPMHUHA «3allnTa
uHpopManm». MexayHapoanslii 0630p Tepmuna «Kubepbe3omnacHoOCTh, peACcTaBieHa B Ta0uLe
1.

ABTODp / pecypc Omnpenenenne
Schatz, Bashroush & Wall| Kubepbe3omacHocTs paccMaTpuBaeTCsl Kak COBOKYITHOCTh MEp U
(2017) NPaKTUK IO 3aIIUTe «KHOepcpeas» U HHOOPMAIIMOHHBIX CUCTEM
oT HECaHKI[HOHUPOBAHHOTO BMEIIATEILCTBA, HOTEePH

HOCJIOCTHOCTH WJIN JOCTYITHOCTHU

Joanna Kulesza (2022) KubepOe3omacHOCTh - 3TO IIMPOKUH TEPMHUH, 0003HAYAFOIIHH]
MEpbl, TPUHUMAEeMbIe TOCYIAapCTBCHHBIMH W  YaCTHBIMHU
OpraHu3alusIMH, HallpaBJICHHbIC Ha o0ecreueHne 0e30MacHOCTH|
OHJIaH-KOMMYHUKAIMl U PECYPCOB.

Kubep06e30macHOCTh - 3TO HCIOJIB30BAaHHE allllapaTHOTO U
MPOrPaMMHOTO  OOECIeYCHHsI, a TaKKe WHIUBUIYATbHBIX
HaBBIKOB JIJIs CHWYKCHUS PHUCKOB, CBS3aHHBIX C OHJIAlH-TIepe1avei
U XpaHCHHWEM JaHHBIX, TAKUX KaK TEXHOJOTUU IMUGPOBAHUSA,
AHTHBHUPYCHOE TMPOrpaMMHOE O0eclieYeHue U  OOYy4YCHHE
COTPY/IHUKOB.
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Grispos, Shapiro, Maras,| «kKubep6e30macHOCTh MpeanoiaracT MPUMEHEHUE METOJO0B MU
(2021) yVIOpaBICHUE HMMH C IENbI0 3allUTHl KOH(MUICHIIMAIBHOCTH,
[EJIOCTHOCTU U JOCTYNHOCTH WH(pOPMAIUU U UH(POPMAITHOHHBIX
AKTHUBOB B KHOEPIIPOCTPAHCTBE.»

Francesco Schiliro (2023) | «Kubepbe3omacHOCTh - 3TO cOOp W COIJIaCOBaHHWE PECYPCOB,
BKJTFOUAs! TIEPCOHAT M MHPPACTPYKTYPY, CTPYKTYPhI U TIPOLIECCHI,
JUISL 3aIUTHl CETed M KOMITBIOTEPHBIX CHUCTEM C HOIIEPKKOH]
knOepOe30macHOCTH  OT  COOBITMH, KOTOpbIE  HapylLIaroT
IIEJIOCTHOCTh U HApYLIAIOT MPpaBa COOCTBEHHOCTH, YTO IPHBOJIUT
K OIPEICICHHBIM MOTEPSIM).

Mocuosurc C. (2018) «Kubep6e30nacHOCTb - 3TO HOCTOSTHHOE MPUMEHEHHUE IEPEIOBOTO
OIbITa, TPEIHA3HAYCHHOTO Ui OOECIECYCHUS U COXpPaHCHUS
KOH(MHUICHIIMATBHOCTH, [EJIOCTHOCTH U JOCTYITHOCTH U(PPOBOIt
uHpopMmanmu, aTaKkKe OE30MaCHOCTH JIIOJCH M OKpYXKarouew
CpeIbD»

Ta6auna 1. MexxayHnaponusiii 0630p TepmuHa «KubepOe3omacHOCT

C yderoM pacHMpeHUss M YCWICHHS MPOIECCOB NU(DPOBU3ALMU YHUCIO U CEPbE3HOCTH
KuOeprpecTyieHnid B OyaymieM OyneTr Bo3pacTaTh. JTO CO3[acT HOBBIE W TpaHChoOpMHUpyeT
CYIIECTBYIOIHUE yTPO3bl dKOHOMHYECKOW Oe3zomacHoctu mpennpustuii MCB. B cBs3u ¢ oTum,
3a/1ayeil MeHeIKMEHTa CTAHOBUTCS CO3/JaHHE M Pa3BUTHE Ha MPEANPHUATHIX CIeHUaTU3UPOBAHHBIX
MOIPa3/ICICHUI 10 TPOTUBOICUCTBUIO YIpo3aM HH(POPMAIIMOHHOM 0€30MacCHOCTH, UCXOISAIINM KaK
0T COOCTBEHHOT'0 IIEpCOHAJIA, TAK U U3 BHEIIHEN cpeibl. JTO TpeOyeT 3HaUUTEIbHBIX Pacxoa0B. Tak,
M0 JaHHBIM WCCJIEJIOBATENILCKOM KoMmmaHuu Astute Analytica, 3aTparbl Ha WH(POPMAIMOHHYIO
0€30MacHOCTh B MUpE B OJpKaiiiiiie rojpl OyayT YBEIUUUBAThCA B cpeiHeM Ha 13,4% exeronHo.

Kubepbe3onacHOCTh — 3TO  JeATENBHOCTh, HALlCJIEHHAs Ha OO0ECIEYeHHE 3alIHUTHI
MoJIb30BaTese, uX UHPOPMAIIMOHHBIX CUCTEM, CETeH, U MPOorpamMM OT HUQPPOBBIX atak. OCHOBHOM
[ENbI0 TAaKMX KUOEpaTak MOXKET SIBIATHCS Kak IMOJydeHHE KOH(PUICHIMAIBHOW WH(POpMAIUU
MOJIb30BaTeNsl Ui JajbHEHIIero 310ynoTpebnenus 3Toil mHbopMaluud B COOCTBEHHBIX IIEJIAX
XaKepa, Tak U HapylIeHrue paboThl IeTI0ro OU3HeC-MpoIecca.

B cranmapre ISO/IEC 27032:2012 Ttaxke oxapaKTepu3oBaHa B3aUMOCBS3b TEPMHUHOB
«KnOepOe30MacCHOCThY, «CeTeBasi 0€30MacCHOCThY, «0€30MaCHOCTh MPWIOKCHHH, «0€30IacCHOCTh B
WuTepHere» u «0€30MaCHOCTh KIIOYEBBIX CUCTEM HMH(POPMAIMOHHOW MH(PACTPYKTYphD», KOTOpas
orpaxkena Ha pucynke | (United Nations Office on Drugs and Crime, 2019).

Hudopmarmonnas 6e301acHocTs

(1be PO > y Hoens: ’
Kubepupecrymenne B hsonacHORTE Kubepsanumra

NPHIOKEHIIT

Knbepbesonacnocts

Cerepas BesonacHocts B
Oe301aCHOCTE Hureprere

3auyra KIoueBsix cucreM nadopMatnoHHoil HHGpacTpyKTyphl

Pucynok 1. BzaumocBsi3b kubepOe30MmacHOCTH ¢ IPYTUMH BUaMU 0€30MIaCHOCTH
B cooTBeTcTBUU cO ctanaaptom ISO/TEC 27032:2012
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Hanuume HameXXHOro IUIaHa peardupoBaHMS Ha UWHIMACHTHI, PETYISpPHOE pe3epBHOE
KOIMPOBAHKWE WM HCIIOJIb30BAHUE DPEIICHUH JJIi BOCCTAHOBIECHUS TMOCIE COOEB TapaHTHPYIOT, YTO
OaHKU CMOTYT OBICTPO BOCCTAaHOBUTHCS MOCJE aTaKU U MPOAOIKUTE OecriepedoiiHoe 00CITyKiBaHNe
KJIUEHTOB.

bankoBckast 0Tpacib CTaNKUBAETCS C MOCTOSHHBIMU M CJIIOKHBIMU KHOEPYTpO3aMu, OCKOJIBKY

XaKepbl TOCTOSTHHO COBEPIICHCTBYIOT CBOM TAKTUKHU TSI UCTIONB30BAHUS YSI3BUMOCTEH (PHCYHOK 2)
(Vitlyakova S. S., 2019).

Vrpossl knbepOe3onacHoCTH, ¢ KOTOPLIMI
\ CTANKIBaIOTCS OaHKI

P A » |
Bpeaonocuoe [10 i Pacnipenencuubic
x - s g
‘ Oy I PO PAMMBI- HYTPpCHHIIC ATAKH THIIA ’
YIpoOisl —
| BHIMOraTe i «OTKa3 b
OBCIYRIBAHITI
| 5 Pacumpensnnie Atakn Ha I
e <
HOCTOSHHBIC YIPO3hI TPETHIX I
(APT) I HETOMKI

Pucynok 2. Yrpo3sl kubep06e30nacHOCTH, C KOTOPHIMH CTAJTKUBAIOTCS OaHKH

ITockonbky Ha KapTy IOCTaBJIEHbl OTPOMHBIE O0BEMBI KOH(PHUACHIMATIBHBIX (PUHAHCOBBIX
JaHHBIX M UWHpOpMAIMM O KIHMEHTaX, OaHKU SBJISAIOTCS OCHOBHBIMH  LEISAMH  JUIS
KHOepHpecTyMHUKOB.

- @umuHrosele araku. OUIIUHT OCTA€TCSI OJHOM W3 CaMbIX PAacHpOCTPAaHEHHBIX YIpO3 B
O0ankoBckoi oTpaciu. KuOepnpecTynmHUKH UCHOIB3YIOT MOIICHHUYECKUE AJIEKTPOHHBIE MHUCHMA,
TEKCTOBbIE COOOIIEHUS WM BeO-CalThl, KOTOpBIE BBINIAIAT KaK HACTOSIIME, 4TOOBI OOMaHOM
3aCTaBUTh KIIMEHTOB WM COTPYAHUKOB PACKPBITh KOH(MUICHIMAIBbHYIO WH(POPMALMIO, TAKyI0 Kak
HOMEpa CYETOB, NAPOJIM WIN JU4YHbIE NaHHblE. [lonydunB 1OCTYI, Xakepbl MOTYT YKpacTb JEHBIH,
COBEPUINTH KPaXxy JUUHBIX JAHHBIX WM IPOHUKHYTh BO BHYTPEHHHUE CUCTEMBbI OaHKa.

- Bpenonocnoe I1O u nporpammsl-BeiMoratenu. Bpenonocnoe 110, Bkitouass mporpamMmsl-
BBIMOTATEIIH, SIBISIETCS €111 OJTHOM Cephe3HOM yrpo3oi /i1t 0aHKOBCKOTO cekTopa. Bpegonocuoe 10
— 3TO BPEAOHOCHOE MpOrpaMMHOe oOecrieyeHrne, KOTOPOe MOXKET 3apa)xaTh OAaHKOBCKHE CUCTEMBI,
KpacTb JaHHbIE WJIM Jak€ OCTaHaBIMBaTh omnepauuu. IIporpaMMbl-BbIMOraTena, B YaCTHOCTH,
OJOKHPYIOT TIOJB30BaTENEd OT WX COOCTBEHHBIX CHCTEM WM JaHHBIX, B TO BpeMs Kak
3JI0yMBIIIJIEHHUKH TPEOYIOT BBIKYII 3a BOCCTAHOBJICHHE JJOCTYTIA.

He Bce yrpo3sl ucxonsT u3BHe cTeH 6aHka. BHyTpeHHHE yrpo3sl — Oyb TO OT HEJOBOJIBHBIX
COTPYAHUKOB, OAPSAYNKOB WIN JJaK€ CTOPOHHUX MOCTABUIMKOB — MPEACTABISIIOT 3HAUUTEIbHBIN
puck g kubepbe3onmacHocTH Oanka. WHcaiinepbl, UMeromue JOCTYN K KOH(UACHIUAIBHBIM
JaHHBIM, MOTYT HAMEPEHHO WJINM HENpeAHAMEPEeHHO CIMBaTh MH(OPMAIMIO WIHM MPEIOCTaBIATh
TOYKY BXOJIa JJIs1 XaKEPOB.

OTH aTaku OCOOEHHO OIACHBI, MOCKOJIBbKY MX TPYJHO OOHApyXHUTh, U OHH MOTYT OCTaBaThCs
HE3aMEUYCHHBIMH B TEUEHUE MECSIIEB, YTO MTO3BOJISIET XaKepaM M3BJIEKaTh IEHHYI0 HH()OPMAITHIO eI1Ie
710 TOTO, KaK OaHK MONUMET, 4TO €ro AaHHbIE ObUIN B3JIOMaHbI.

- ATaky Ha TPETHUX JIUI[ U LIEIOYKH IOCTaBOK. baHKM mosararoTcs Ha CTOPOHHUX IOCTaBIIMKOB
U MOCTaBIIMKOB Ul NMPEAOCTABICHHS Pa3IMUHBIX YCIyT, OT O0JIAYHOTO XpaHEHUs 10 00pabOTKU
wiatexxeid. K coxaneHuro, 3T CTOPOHHUE MOCTABIIMKHA TAaK)KE MOTYT OBITH CIaObIM 3BEHOM B
nernoyke kubepOezomacHocT Oanka. KubGepaTaka Ha CTOPOHHErO MOCTAaBIIMKA MOXET CO3/aTh
O9KII0p [T XaKePOB, YTOOBI TIOIYYHUTH TOCTYT K KOH(DHUICHIIMATBHBIM JaHHBIM 0aHKa. B mocneaane
rojibl aTakM Ha IETOYKHU MOCTAaBOK YYaCTHIJIUCh: KUOEPNPECTYHUKH BBIOUPAIOT B Ka4eCTBE CBOEH
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MHUILEHU MEJKUX U MEHEEe 3alUIIEHHBIX OCTaBIIUKOB, YTOOB! OIYYUTh JOCTYI K O0j€e KpYIHBIM
(UHAHCOBBIM YUPEKICHUSIM.

VYrpo3a kubep6e30nacHOCTH U3 MOTEHLUUAIBHOW BO3MOXHOCTH IPEBPALIAETCS B PEAbHYIO
KuOepaTaky B ciydae, KOTJa COOTBETCTBYIOIIMMH YS3BHUMOCTSIMH BOCIIOJIB3YETCSI HEKOTOPBIN
UCTOYHUK — CYOBEKT, KOTOPHIM MOXET ObITh (PM3NYECKOE JIMILO, MaTepUaTbHbI OOBEKT WM
¢dusnueckoe sBienne (Price water house Coopers 2019).

B cinydae peanuzanuum NOTEHLMANbHAs yrpo3a CTAHOBUTCS KHOEpaTakoil, T.e. MOMNBITKOW
NPOHUKHOBEHUs] B WHGOPMAIMOHHYIO HH(PACTPYKTYypy, KOTOpas MOXKET HeOIaronpusTHO
OTPa3UThCs HA KMOEpOEe30MacHOCTH.

OnHUM W3 BaXHEWIIMX TPEHAOB DPa3BUTHA (PUHAHCOBOTO CEKTOpPAa SKOHOMHUKHU SIBISIETCS
mudpoBas TpaHchopMalMs, BKIIOYAIOMIAs, HPEXIe BCEro, OPUEHTALMI0 Ha MOTpeduTens,
MOOHMIIBHOCTh U CKOpPOCTh, NaHHBIC. [ludposas Ttpanchopmamms (mudpoBusanus) OuzHeca — 31O
npolecc MpeBpalleHus TPaJAULUOHHOW OpraHu3alMd B LU(PPOBYIO KOMIIAHUIO, B KOTOpOH
NPUCYTCTBYIOT KaK MaTepuaibHble, TaKk M IUQPpPOBbIE OOBEKTH. B TmoOcCieqHHe roabl aKTHBHO
pa3BUBAETCS UHAYCTPUS (PUHAHCOBBIX TEXHOJIOTUH.

[Iponecc nudpoBu3ay 5)KOHOMUKH, CTABIINN €€ KPUTUIECKIM (PaKTOPOM B ITOCIICHHE TO/bI,
NpOSIBWICA M B OAHKOBCKHMX OINEpalUsAX 3a CYEeT aKTHMBHOTO PACHpPOCTPAHEHUs 3JEKTPOHHBIX
IIaTexed, JJIEKTPOHHOW KOMMEpLMH, BHEAPEHUS HMHHOBALMOHHBIX IM(PPOBBIX CEPBHUCOB,
PaCIIUPSIONINX CHEKTP OAaHKOBCKUX MPOJYKTOB, COACHCTBUS MPUBJICUEHHS KIUEHTOB U TEM CaMbIM
(dbopMHpOBaHNE KOHKYPEHTHOU MOJUTHKY U MOJTy4eHHE KOHKYPEHTHBIX npeumyiiects. Kpome toro,
rinobanbHoe pacnpoctpanenue COVID-19 B 2020 roxy norpe6oBaio nepexojaa Ha OM3HEC-MOJIENb
JUCTAaHIIMOHHOTO OAHKOBCKOTO OOCTY>KHBaHUS, @ UMEHHO Ha TJIaTGOpMy OHJIAH-OaHKHUHTA.

Buenpenue coBpeMeHHbBIX HHPOPMALIMOHHBIX TEXHOJIOTUI U HHHOBALUI, KOTOPOE HANPaBIEHO
Ha yJIy4IlI€HUE )KU3HU YEJIOBEUECTBA, a TAKXKE MPOLECCHI II100anu3alii U UHTErPalluy NapajijieIbHO
¢ co0o¥i HECYT aKTUBHOE Pa3BUTHE HOBBIX METO/I0B MOIIIeHHHYecTBa. KnbepnpecTymHOCTh, Kak 0JIuH
U3 KIIOYEBBIX COBPEMEHHBIX BHJIOB MOIIEHHUYECTBA, YK€ IpeBpaTHiiach B II0OAIBbHYIO
MEXIyHapoAHyI0 MpoOieMy. Pa3BuTie KuOEprpecTymHOCTH MPOUCXOAUT OYEHb AMHAMUYHO, U
MIOCTOSIHHO BO3HUKAIOT HOBbIE MPOOJIEMBI.

Baxno oOecrieunTh, 4TOOBI 0AHKOBCKHE CHCTEMBI M OINEpalu ObUIM CTPYKTYPHPOBAHBI TaK,
9TOOBI 0OHAPYKUBATh KHOEPYTPO3BI M PEarupoBaTh Ha MHIIUICHTHI KHOEpOE30MaCHOCTH, TEM CaMbIM
OrpaHUYMBasl 1ecTaOMIM3aIMI0 WK (PUHAHCOBBIE TOTEpH. A B chepe (PMHAHCOBBIX yCIyT MpodieMa
INpPUHUMAET JApPYyroe H3MEpeHHe, MOTOMY 4YTO OXKUAAeMble BBIFOJABI KaXyTCS Ype3BbIYAHO
IIPUBJIEKATEIbHBIMU.

NN B naHHOM KOHTEKCTE AEHCTBYET Kak KaTalu3aTop Ul IHPHUHATHS OOOCHOBaHHBIX,
JaTalleHTPUYHBIX PEILICHUH.

Hcnonb30BaHue MHTEIUIEKTyalIbHBIX CUCTEM O00paOOTKM JOKYMEHTOB 3a CUET KJIacCU(PHUKALUU
MHPOPMALUK 3HAUYUTENIBHO YCKOpSET OOpabOTKy OONBIIMX OOBEMOB TOKYMEHTOB, YMEHbIIAs
BEPOSITHOCTH OITUOOK M TMOBBIIIAs 3()(PEKTUBHOCTH PAOOTHI COTPYTHUKOB.

ITo nanHpIM Autonomous Next, HCIONB30BaHHE MUCKYCCTBEHHOT'O MHTEIUIEKTa B OaHKOBCKOU
chepe mo3BouT K 2030 rogy cIKOHOMHUTH Oojiee omgHOro TpuiumMoHa moyimapoB (Weinrauch V.,
2024).

Texnonorust DeepFake, npumenseMas A1 MOLIIEHHUYECKUX OIEpaluii, MpeacTaBiser coOon
MOJICTIKY M300paXeHUH, BUICO WU ayanodaiinos ¢ ucrnonszoBanueM VU u rimy6okoro o0yueHws.
OTa TEXHOJIOTHUS MOXET HMHMTUPOBaTh TIO0J0CA, BBIPAXKEHUS JUIA U JBWXEHUSA, CO3JaBas
peamucTU4HbIi, HO (anpmuBeli  KOHTeHT. Mcmonp3oBanume TexHomorun DeepFake s
MOIICHHUYECTBA IMPEACTaBIsieT Cco0OH cepbe3Hylo yrpo3dy. COOTBETCTBEHHO WENBbIH s
1a00paTOpHii ¥ HHCTUTYTOB 3aHHUMAIOTCSl UCCIICAOBAHMSIMH M pa3pabOTKON METOJI0B OOHAPYKECHHUS
0J00HOT0 MOIIICHHUYECTBA.

B KazaxcrtaHe ogHMM U3 TOAOOHBIX MPUMEPOB SABIAETCA MPOLECC TECTUPOBAHUS
OMOMETPUUYECKUX PELICHUH IOCTABUIMKOB, OCYILIECTBISEMBbIH B PaMKax HX IPUCOCIUHEHUS K
Llentpy oOMeHa wHIeHTH()UKAIMOHHBIMUA JAaHHBIMA HalnMoHATBHON TUIATEKHOW KOPIIOpAIIHH.
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YacTeo 3TOro mpolecca sBaseTcs OlleHKa OMOMETPUUYECKUX PELIEHUH pa3IMUHbIX TOCTABIIMKOB Ha
crocoOHOCTh OOHapyskeHus (akToB ucnonb3oBaHust DeepFake TexHomormii 1 Qanscuduranum
JIMYHOCTH NIPH MOJYyYEHUH (PUHAHCOBBIX YCIIYT.

I'moGanbhoe pa3sutne kKoHuenimu Open Banking siBnsieTcss 3HAYMMBIM ApailBEpoM pa3BUTHS
ucnonb3oBanus MM Ha (pmHAHCOBOM pbIHKE. DTO HAIIPABJIEHUE, CBSI3aHHOE C OIIEPaTUBHBIM COOPOM
JaHHBIX M UX Tocienyromei oopadboTkoii ¢ npumenennem MU, obecnieunBaeT Gojiee OTKPHITHIA U
YHU(DULIPOBAHHBIN JOCTYM K (PMHAHCOBBIM JaHHBIM.

B coueranuu ¢ RegTech passurue cucrem Open Banking o6ecnieunBaet 6osnee 3ppekTUBHBIC
MEXaHU3MBbl peryJIMpoBaHus U Haa30pa B puHaHcoBOM cdepe. B konrekcre RegTech aTo o3Hauaer,
YTO PEryJSATOPBl MOTYT MOJy4YaTh AaKTyalIbHYI0 M TOYHYIO HWHGPOpPMAIHMIO OT (DUHAHCOBBIX
YUpPEKIACHUH B pealbHOM BpeMEHU. OTO TOBbIIAeT 3(PGPEKTUBHOCTh PETyJIATOPOB B
MUKPONPYACHIIHATEHOM peryJIMpOBaHHH, BBISIBIICHUH (UHAHCOBBIX NPECTYIJICHUH,
IPEJOTBPALLCHUH MOIIEHHUYECTBA M 00ECIeYeHUM COOJIOJCHUs 3aKOHOJATENbCTBA. B 1emom,
passutre Open Banking B pamkxax RegTech obGecrieunBaet Gosiee MHTEIpPUPOBAHHBIN, TPO3PAYHBIN
u 3(hdeKTUBHBIA MOAXON K pPEryJupoBaHHIO (UHAHCOBOW cdepbl, CIOCOOCTBYS yIy4YIICHUIO
0€30IIaCHOCTH, CHIDKEHHIO PUCKOB M oOecreunBas Ooyiee BBICOKHI YPOBEHb COOTBETCTBHS
HOpMaTHBaM.

B T0 xe Bpems, pazsutue Open Banking HeoOxoaumo 17151 pa3BUTUSL TEXHOJIOTUHN U MOAXO0/I0B
reHepalud CHUHTETHYECKUX IAaHHBIX, KOTOpbIE MOTYT OBITh C(OPMHPOBAHBI TOJBKO Ha OCHOBE
pearbHBIX JaHHBIX, COOpAaHHBIX CO BCErO pBHIHKA, a HMX OE€30MacHbIi cCOOp B CBOIO OdYepenb
HEBO3MOXEH 0e3 pazutoit cuctemsl Open Banking. Yike celiuac HabitojaemMoe pa3BUTHE KOMIAHUN
B MHAYCTpUM (UHAHCOBBIX TexHosorui EBpomneiickoro coroza, BenukoOputanuum u ABCTpanuu
CBSI3bIBAETCS C IMOCTOSIHHBIMM U IIOCJIEOBATEIbHBIMU YCHIIMAMU 10 pa3Butuio Open Banking s
cBOOOAHOrO U 6€30MacHOro ooMeHa 0aHKOBCKUMH JaHHBIMU KIHEHTOB. TeM He MeHee, CYIIeCTBYeT
psA OrpaHUYEHHMH JUIsl TOAKIIOYEHHUS K JaHHBIM CHUCTEMaM M UX MCIIOJIB30BaHHMI0. Mexay TeM
CHUHTETHYECKUE JaHHBIE MOTYT CTaTh CIEAYIOIIMM JpaiiBepoM pocTa (PHHAHCOBBIX TEXHOJOTHH,
CBsi3aHHBIX C pa3ButueM WM. B cnyuyae CHHTETHMUECKMX JaHHBIX CHMYXKAeTCs IMOpPOr BXoJa M
obyerdaeTcst OCTYN K HEOOXOIMMBIM JaHHBIM JUIS HCIIOJNIB30BaHUsS Oojiee MHMPOKHM KPYTroMm
KOMIIaHUH, B TOM YHCJIE CTapTanaMy.

B nmocrenHre HECKONBKO JIeT 3HaYeHHWE (DUHAHCOBBIX TEXHOJOTHH B JIEATEIBHOCTH
KOMMEpPYECKHX O0aHKOB 3HAYUTENILHO PACHIMPHIOCh. OCHOBAaHMEM ]ISl STOTO SBJISETCS MOBBILICHNE
KauecTBa OOCITY)XMBAaHUS KIMEHTOB, THOKOCTH, HOBATOPCKOTO MBIIUICHUS M pPa3BUTHE IUPPOBOU
uHpacTpyKTypbl. HecMOTps Ha MpoTHBOpEUHE, 3TOT aIbsTHC MOBBIIIAET YA3BUMOCTh KOMMEPUYECKHX
0aHKOB K pHUCKaM KHOepOe30macHOCTH M3-3a Pa3BUTHS TaKMX yrpo3, Kak araku BpemoHocHoro I10,
yTe€UYKa U MPOOJEMBI C IIEIOCTHOCTHIO JaHHBIX. BaHKOBCKMI cekTop Hambosee ysI3BUM K pPHCKaM
KnOepOe30macHOCTH, YeM JF000H Apyroil (UHAHCOBBIN HHCTHUTYT.

CornacHo HOBo# Metoauke, Kazaxcran 3aHsu1 mecto Bo Bropoit rpymme (Tier 2 — Advancing),
HabpaB 94,04 6amta n3 100 BO3MOXHBIX., TOKa3aHHBIN Ha pUCYHKE 3.
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Pucynok 3. Mecro Kazaxcrana B [mobansHOM nHAEKce knbepoe3zonacHOCTH B 2024 T.

Hoas metoauka ouenuBaet pabdory 3a 2023 rox. OOHoBisieTcss unaekce 1 pa3 B nBa roga. B
otuete 2024 roga ucnob3yeTcs OOHOBICHHBIN MSATHYPOBHEBBIN aHAIN3, TO3BOJISIIONITUN 00JIee TOYHO
OLICHUTH TOCTIDKEHUS CTpaH B oOnacTu kubepOe3omnacHOCTH. YpoBHH BkItodyaroT Tier 1 — Role-
modelling, Tier 2 — Advancing, Tier 3 — Establishing, Tier 4 — Evolving u Tier 5 — Building
(Puchkova A., 2024). Peiitunr GCI popmupyetcs Ha ocHOBE 83 mapaMeTpoB, OXBAThIBAIOIIHNX MSATh
KJIIOUEBBIX HAIpaBiIeHUN KHOepOe30MacHOCTH: IOPUAMYECKHN, TEXHUYECKUH, OpPTraHU3allMOHHBIN
aCIeKThl, Pa3BUTHE MOTEHUMANA U MEXIyHApOAHOE COTpyAHUYECTBO. Ka3axcTtaH B paMkax HOBOWU
METOAMKHU BBIIOJHWI BCE TPEOOBAHUS B HAIIPABIICHUSAX IOPUIUYECKUN» U «COTPYIHHUYECTBOY», a
TaKXe MPOJIEMOHCTPUPOBAJI JOCTATOUHBI TEXHUYECKUM ypOBEHb. JlaHHBIM PEUTHUHI OLIEHUBAET
TOTOBHOCTH 194 cTpaH k kubeparakam.

B 2024 rony B nepBoii rpynme peiituara MC3 nomunupyrot eBporneiickue crpansl 1 CIHIA. B
9TOT CHMCOK Takxke BXoAaT ['ana, Kenus, MaBpukuii, Mapokko, Pyanna u npyrue crpansl. Bropoi
YPOBEHb, U3BECTHBIN KaK «IepefoBbie» cTpaHbl, BKIodaeT Kazaxcran, Kuraii, Poccuto, a takxke
[IBeitapuro u Kanany.

B nensx onpeneneHust ypoBHs OCBEJOMIIEHHOCTH HAceleHUs 00 yrpo3ax MH(POPMaIMOHHOU
Oe3omacHOCTH (KuOepOe3omacHOCTH C  OKTAOps 1o HosO0ph 2024 Toma OBUIO TPOBEACHO

COITMOJIOTUYECKOE HCCJIEOBAHUE CPEAN HACEIICHHS) (Information Security Committee of the
Ministry of Digital Development, Innovation and Aerospace Industry of the Republic of Kazakhstan.,
2024).

B nporuiecce nccnenoBanus ObUI0 0XBa4€HO:

- 3 ropoza pecnyOIMKaHCKOTO 3HAYCHUS,

- 17 obmacreit, paiitienTpsl, 11371 pecrionieHT.

[Toka3aTenn OCBEIOMIICHHOCTH HaceJeHHs 00 yrpo3ax HWH(GOPMAIMOHHON Oe30macHOCTH
(xubep6e30MacHOCTH) U 3alIUThl IEPCOHANIBHBIX JaHHBIX, IPEICTABICH HA PUCYHKE 4.

2024
2023
2022
2021
2020
2019
2018

82,3
80,4

90
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PucyHok 4. Jlunamuka rnokasareneil 0CBeIOMJICHHOCTH HaceJIeHHs 00 yrpo3ax nH()OpMaMOHHON
Oe3omacHOCTH (KHOEpOE30NacCHOCTH) | 3aIIUTHI IEPCOHATBHBIX JAHHBIX (HA OCHOBE
couuosioruyeckoro onpoca) 3a 2018-2024 rr.%

W3 pucyHnka 4 BUIHO, YTO TOCyHapCTBO MPOBOAUT pabOTy MO OCBEIOMIICHHIO HacelleHus 00
yrpo3ax kubepoeszonacHocty. B 2022 rogy mporeHT 0cBeIOMIICHHOCTH HaceJIeHUs cocTaBmi 77,4%,
10 B 2024 rony Ha 4,9% OGosnbire, 4to coctaBmiio 82,3%.

I[To pe3yabraTaM COLMOIOTHYECKOTO OMPOCa, OOIBIIMHCTBO PECIOHACTOB OBUIM OCBEOMIICHBI
00 kubepyrposax:

- MIOJIYYArOT 3HAHUS O 3aIUTE JIMYHOW HHPOPMAIIMH ITPU UCTIONH30BAHUH COITUATBHBIX CeTeH —
90,52%;

- OCBEJIOMJICHBI TIPH UCTIONB30BaHUY U poBoii Toamucu — 85,06%;

- 3HAIOT O MOTEHIMAIBHBIX PUCKAX JAETEH MPH UCIIONb30BaHUU UHTEpHETA — 76,65%.

Bompocam paseutus chepsr mHDOpManmoHHoi Oe3omacHocTH B Kazaxcrane yiensercs
3HaUMTeIbHOEC BHMMaHue. W  pe3ymbrar paboOThl, MPOBOIUMOI COBMECTHO OpraHaMu,
HENPABUTEILCTBEHHBIMUA OpPTaHU3aIlUsIMUA U OM3HECOM — 3TO TCHICHIUS TMOCICAHHUX JICT, KOT/Ia
HaIlla CTpaHa CTPEMUTENLHO YIyUIlaeT CBOM MO3UIINU B TII00AIEHOM MHJEKCe KHOepOe30macHOCTH.

VYopasnenne OOH 1o HapkoTMKaM U MPECTYNHOCTH OIpeneseT Kubeparaky CledyIoIuM
obpazom: «llog moHsiTHEM «KHOEpaTaka» OOBIYHO MOHHUMAIOT MPEIHAMEPEHHYIO SKCILTyaTaIllio
KOMIIBIOTEPHBIX CETEH C IEJIbI0 TPEANPUHATD aTaKy. Takue aTaku, Kak MPaBUiIo, MPEAITPUHIMAIOTCS
JUISL HApyIICHHUs HaJUIeKalero (QyHKIIMOHUPOBAHUS IENIel, TAaKUX KaK KOMIIBIOTEPHBIE CHUCTEMBI,
CepBepbl WM JIeXkKallasi B UX OCHOBE MH(PACTPYKTypa, MPU MOMOIIM XaKHHra, TexHonoruit APT
(pa3BuTas ycroiuMBas yrposa), KOMIBIOTEPHBIX BHPYCOB, BPEIOHOCHOTO MPOTPAaMMHOIO
o0ecreueHus, 3aJJMBKU U UHBIX CPEJICTB HECAHKIMOHUPOBAHHOTO WM 3JI0HAMEPEHHOIO J0CTYIIay.
CornacHo ormpocy, 3a MOCIEAHUE TOJbl HACEJIEHUE CTpaHbl IMOJBEPrajuch, CIECIYIOUIUM BUIAM
kubeparak, mokazanusie B Tabmuie 2 (KUBEPKO/, 2024).

Tabauua 2. Ananuz kuOeparak 3a 2022-2024 rr.

Yrpo3sl Lozter
2022 2023 2024 2024/ 2023, %
dumnHroBas ataka 1200 2160 3720 172
DoS/DDoS-araka 53 152 117 76,9
DKcIutyatamus ysi3BUMOCTH 1800 2726 3877 142,2

N3 Tabnuiel 2 BUAHO, YTO 32 aHATM3UPYEMBIH TTEPUOI, TPOU30IIEN POCT (PUIMMHTOBBIX aTak. B
2024 ronmy poct cocraBun 72% mno cpaBHeHuto ¢ 2023 romom, uto coctaBwio 3720 enuHuL.
BoNbIMHCTBO (PUIIMHTOBBIX PECYpPCOB MCIONB3YET TAKHE THIbl UMUTALMU (DUITUHTA, KaK KIOHBI
MHTEPHET-PECYPCOB, PO3BITPHIILIHU U JOTepeH, (HOPMBI aBTOPU3ALIUH.

Kpome »storo, 2024 romy KOJWYECTBO (DUIIMHTOBBIX HMHTEPHET-PECYPCOB, SMYIUPYIOIINX
JesITeIbHOCTh OaHkoB BTOporo ypoBHs PK, coctaBunm 95 mpectyruenuii, To ectb 3% OT Beex
MpEeCTyIUICHUHA. OTHU JlaHHBIE YKa3blBalOT Ha YCJIOXKHEHHE METONOB (DUIIMHTA, BKIIOYAs
ucnons3zoBanue MM st aBroMaTu3auu arak, 4ro TpeOyeT OT OpraHu3aliil yCUIEHHOTO KOHTPOJIS
Y TIOCTOSTHHOTO TIOBBIIIEHUS OCBEIOMIICHHOCTH COTPYIHHKOB.

DoS-araka (Denial of Service) — OyKBaTbHO «OTKa3 B OOCITY)KUBAaHUW». JTO THUI aTakW, B
KOTOPOM MOIIIEHHUKH HaMaJaroT C LEeNbI0 BBI3BATh Meperpy3Ky MoICUCTEMBI cepBHca. B aToM ciiydae
KOMITbIOTEp (MJIM KOMIIBIOTEPHI) UCIIOIBb3YETCs ISl 3arnonHeHus cepBepa naketamu TCP u UDP.

B 2024 rony xonuuecTBa 3TUX aTak CHU3UJIACh Ha 35 enuHull, 4to coctaBuia 117. Ilpu atom 35
% 3adukcupoBanabix DoS/DdoS-arak Obutn HampasiieHsl Ha 6aHku Broporo ypoBHs PK u 22 % Ha
rocynapcTBeHHbIN cexktop. DdoS — 3To neiicTBusl, HanmpaBlIeHHBIE Ha MEpPerpy3Ky Tpadukom, Korma
Ha aTaKyeMbIil pecypc OTHpaBIseTCs OOJBIIOE KOJIWYECTBO 3JIOHAMEPEHHBIX 3allPOCOB, M3-3a YETO

KA3IPIM 3AMAHF bl MAHbBI3[ObI MECEJENEP: Xarbikapanbik fblibivixkypHan Ne3 (49) — 2025
MexayHapoaHbin Hay4HbIn xypHan AKTYAJIbHBIE NMPOBITEMbl COBPEMEHHOCTW: Ne3 (49) — 2025
52 ACTUAL PROBLEMS OF THE PRESENT" The international scientific journal Ne3 (49) — 2025



MOJTHOCTBHIO «3a0MBAOTCS» BCE KaHAJBI CepBepa WM BCA mojioca npomnyckanud. [Ipu stom nepenaua
JIETUTUMHOTO TpadrKa Ha cepBep 3aTPyIHICTCS WA CTAHOBUTCSI HEBO3MO)KHOM.

AHanu3 yrpo3 uHbopManroHHON Oe3omacHoCTH 3a 2024 ron neMoHCTpHUpyeT, uto Kazaxcran
MPOJIOJDKAET CTAJKUBATHCS C PACTYLICH CIOKHOCTBIO yrpo3. OcoOeHHO 3aMETHBIM CTaHOBUTCS
aKTUBHBIA POCT arak Ha MHQPOPMAIMOHHBIE CHCTEMbI, KOTOpble HE YyCHeIu aJalTHpPOBaThCA K
COBPEMEHHBIM BBI30BaM, YTO MMOTUYEPKUBACT HEOOXOJMMOCTh CBOEBPEMEHHOTO OOHOBIICHUS
MIPOrPaMMHOTO 0OecTiedyeH s U BHEPEHUs Oojiee HaEKHbIX 3alIUTHBIX Mep.

Kazaxcran umeer OT/JesIbHbIE 3aKOHOIATEIbHBIC aKThl B 4aCTH KUOepOe30MmacHOCTH, 2 UMEHHO,
Konnenuus Kubep6eszomacuoctu PK ("Kubepmut Kazaxcrana") ot 30 urons 2017 r., Crparerus
kubepbezonacHocTr prHaHCOBOTO cekTopa Pecmybmuku Kazaxcran Ha 2020-2022 romer, Konnenmus
pa3BuTus 1UppoBoit 3kocuctembl Ha 2022-2027 roga («Kubepmut-2»).

Kpome Toro, B mutanax pazpaborarh ennHy0 TeXHHYeCKyto monuTHKy B chepe MKT, B pamkax
KOTOPOM MPENNpHUITHS U OPraHU3aIlMH MOXKHO OyJIeT OmpenessiTh Mo ypoBHsM Oe3omacHocTt. 1
MOSIBUTCST HOBAasi METOIMKA AKOHOMHUYECKOW CUCTEMbl MH(OPMAIIMOHHOW Oe30rmacHOCTU. Takke
paccMOTpSAT BO3MOXKHOCTH CO37aHUSl pe3epBHOrO HalmoHaabHOrO KOOPAMHAIMOHHOTO IIEHTpa
nHpOpMaMoHHOM Oe3onacHoCcTH, "Kubeprnoaurona" mo moAroToBKe CHEHUaINCTOB.

OTtmeuaeTcs, 4TO B BOIpoce KubepOe30MmacHOCTH yKe OB peaTnu30BaH s/l BaXKHBIX IPOECKTOB.
Hampumep, B 3akoHe MOSIBUIOCH MOHATHE "KuOepcTpaxoBaHUE'", KOTOpOE IMO3BOJISET BO3MENIAThH
MMYIIIECTBEHHBIN BpeJl OpraHu3aliy, TPUYMHEHHBIN B pe3yJbTare KOMIIbIOTEPHBIX MHIIMICHTOB, a
TaKKe MOPaJbHBIN Bpe/l (GPU3UIECKOMY JIHILY, IPUUYNHEHHBIN B Pe3yIbTaTe YTEUKH JIAHHBIX.

Taxoke 0b11 cozgan Komurer mo Wb, nosBunuce npodcerannaptel B IT u 3amymen "nuior”
JacTHOM I1atopMbl BeIsiBIEHUS ysi3BuMocTel BugBounty. Tam yxe 3apeructpuposano 6onee 1,1
TBIC. HE3aBUCUMBIX HKCIIEPTOB, OT KOTOPBIX MOIyyeHo Oosnee 1,2 ThIC. OTYETOB € COOOLICHUAMU 00
ys3BuMOCTX. (Zhumabekov, R., & Akhmetov, K., 2021).

Ha ocnoBe mpoekra Konmenuumu "KuGepmut-2" rocymapcTBO mpejsiaraeT Cleayroliue
OCHOBHBIE HaIpaBIIeHUs TI0 o0ecteueHunto kuoepoesomacHoctr B Kazaxcrane 10 2027 roga, KOTOpbie
MOKa3aHbl Ha pucyHke 5 (MuHHCTEpCTBO IUGPOBOTO Pa3BUTHS, UHHOBAIMI U adPOKOCMUYECKON
npomeinuieHHOcTH Pecny6onuku Kaszaxcran, 2023).

OcHOEHEIS HANIPAETSHAA II0 00ECIETeHIED FHOepDes0NacHOCTHE
Pecoytmeme Kasaxeran

CoEBepIISHCTEORAHNE IIPa EONPHMEHNTEIBHOH [P a8 KTHEH, MeTO Z0T0TEIeCkd
|—»{ Oazer, HOpPMA THEHO-TIPAEQECTO H OPTaHE3a MHOHHO-TEXHITe CROT0
oOecmedeHMA.

[loEmmeHHA OCESIOMIEHHOCTH 00 VIpOosax, pasEHTHA YeTOESTeCcHID
—# EAINTAIaHOOTEHITHATA OTedecTEeHEDH oTpacmm FIKT.

CoBepIeHCTEOBAHHE OTEUSCTEEHHOIO KOHTEHTA B Pecny s Kasaxcran

o [loEEIMEeHwe MHGPOEOH rpaMoTHOCTH E Pectryimre Kazaxctan

PasEMTHe  EBEICOKO AJANTHEHOH H  HHTETPHPOBAHHOH  CHCTEMEL
—* rocyaapcreeEHere yopaeteErs HE B cdepe HEQOPMATHIAUMH H CEZSH B
OTHOIEHHH EceH Ha mHoHaTsHoH HEH

(OdecnsaeHNd HCIWIEIOERHNA PATHOKOHT PO HA TEP PHTOPHH PecITyoimss
Fazaxeran

Pucynok 5. OcHOBHBIE HaIpaBJICHUS 10 oOecnieyeHunio kudepoezonacHocT B PecriyOmuke
Kazaxcran

Jlnst peanu3anuy yKa3aHHOW 3aJjaud B MEPBYIO o4yepeab HEOOXOJMMO Pa3BUBATH OTKPHITOCTH
uHpopManoHHoro npocrpanctBa PecryOnuku Kaszaxcran. Ero riyObokas MHTErpUpOBaHHOCTH C
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ri100a1bHBIM Me/IMa IPOCTPAHCTBOM COIIPSKEHA ¢ PUCKAMU IeCTPYKTUBHOTO Xapakrepa. C KaIpIM
rOZIOM OTMEUaeTCs HAIJIBIB IPOTUBONIPABHOM WH(GOPMAIIMK, KOTOpasi HOCUT arpeCCHBHBIN XapakTep,
YTO HaXOAUT IPSAMOE OTPaKEHUE B OOLIECTBEHHBIX HACTPOCHUSIX.

C 2022 ropa BbIaBieHO cBbllle 249 739 MHTEpHET-PECYpPCOB M CCBUIOK Ha CTpPaHUIBl B
COLMAIBHBIX MEAMA, COJAEP)KAIIMX HPOTHBONPABHBIE MaTepuasbl, B OTHOUIEHMH KOTOPBIX
HampasiieHO Oonee 2 770 pearupyrommux JOKYMEHTOB (IIPOEKTOB MPEIYyNPEIUTEILHBIX MUCEM U
[IPOEKTOB NPEANUCaHUI YIIOTHOMOYEHHOTO OpraHa).

Cpenu npyrux BBI30OBOB, CBSI3aHHBIX C PAacCIpOCTpaHEHHEM HH(pOpManuu yepe3 rioOanbHbIe
Meaua-IIaTGopMbl, HEOOXOIUMO OTMETUTh, HEKOHTPOJIUPYEMOE YCHJICHHE 3aBUCUMOCTH OT
COLIMAJIbHBIX CETEH y OIpeneNEHHBIX COUMAIbHBIX Py HaceleHus, GOpMUPOBAHUE B OOIIECTBE
COLMAJIBHO-TICUXOJIOTHYECKUX (OOMI, HaBA3BIBAHME UYXKIbIX HAIIMOHAJBHOMY MEHTAIUTETY
LEHHOCTEH, STUYECKUX HOPM, MOPaJIbHBIX YCTOEB (KyJIbTypHasi BECTEpHHU3ALUs) U TaK JaJiee.

B Kazaxcrane panee npeAnpUHUMAINChH MOMNBITKM CUCTEMHO MOJOWTH K PELICHHIO BOIPOCA
pa3BUTHS OTEYECTBEHHOI'O CErMEHTa CeTH VIHTepHeT M HACBHILEHHIO Ka3aXCTAaHCKOTO pPbIHKA
COOCTBEHHBIMU aHAJOIaMU MOMYJISIPHBIX 3apyOexHbix IT-pemieHuit - conuanbHOM CeTH, CIIyXObl
ANIEKTPOHHOM IIOYTHI, BUJEONOpTana, Opay3epa, MOMCKOBOM CHCTEMbl U Jpyrue (B paMmkax
«/lopoxHON KapThl MO pa3BUTHIO O€30MACHOr0 Ka3aXCTAHCKOrO cerMeHta cetu HTepHeT U
uugpoBoro nHGpopMaMoHHOro npoctpancTBa PecnyOinku Kazaxcran»).

Tem He MeHee, 10 HACTOSIIET0 BpEMEHH pa3paboTaHHbIE TPOrPaMMHbIE MPOYKTHl HE CMOTIIN
IIPEOJI0JIETh BBICOKYIO0 KOHKYPEHTHOCTh CPEAM MOJIb3YIOIIUXCS MUPOBOI MOMYJISIPHOCTBIO PEIICHUN
Y HE MOJIYYWIU IHUPOKOr0 PaCIpOCTPAHEHUS B CTPAHE.

Takum oOpazoMm, u3 pasBuBarouxcsd B KaszaxcraHe B JaHHOE BpeMsl BHEOCEPBUCOB
HE00X0AUMO OTMETUTh BUJIeoxocTUHIU «Kaztube» (MexnyHapoaHoe HHPOPMALIMOHHOE ar€HTCTBO
«Kaszunpopm») u «Aitube» (xommanus «Aitu Dala»), xoTopble HaleneHbl Ha HOIIEPKKY U
IUCTPUOYLIHIO OTEYECTBEHHOT'O KOHTEHTA.

Bwmecte ¢ Tem, B JOATOCPOYHON MEPCTIEKTHUBE ISl CHUXKEHUS 3aBUCMMOCTH OT TIOOAJIbHBIX
Meaua-taThopM U CTENEHW MX BIUSHUS 1€JIeCOO0Pa3HbIM BUAMTCS CO3JaHHUE U TOCTENIEHHOE
pa3BuUTHE €AMHON UPPOBOM MIaTPOpMBbI («IUPPOBON IKOCUCTEMBI»).

Jns ycmexa pealu3aliii MOAOOHOTO MPOEKTa (C yYeTOM MpEeIbIAYIIEro OMbITa CO3daHUs
OTE€YECTBEHHBIX MPOAYKTOB, MO CYTH, MOBTOPSBIIMX (PYHKIHMOHAI 3apyOeKHBIX aHAJIOIrOB)
HEOOXOJMMO MHTETPHPOBATh HAa CO3JaBaeMOi IUIaTGOpMe YXKe CYIIECTBYIOLIUE IOJIE3HbIE U
MIpUBJIEKAaTEIbHbIE ISl MOJIb30BaTEIe CepBUCHI, YTOOBI JAHHBIM MPOAYKT CTajl Ha CaMOM Jelie
HE3aMEHHMBIM €XXEIHEBHBIM CpPEIACTBOM Kak OOIIeHUs (MECCEeHIKep), TaK M TOIy4YeHHUs
BCEBO3MOXHBIX YCIYT U pa3BiedyeHuil (0aHKOBCKHE ONepaln, FOCyAapCTBEHHbIE YCIYTH, POIaxKa
aBHa U KEJE3HOJOPOXKHBIX OWJIETOB, 3aKa3 TAaKCH, KyHNOHBl M CKHJIKH, BHIEOXOCTHHI, OHJIAWH
KHHOTEaTp, NUHTEPHET-TENIEBUICHUE, CIIPABOYHbIE CIIyKOBI, call-lieHTpbl, HOBOCTH U pa3BICUCHUS U
TaK janee).

4. 3ak10ueHHne

dunHaHcOBas OTpacib ABIAETCS OAHUM M3 Hauboliee AMHAMHYHBIX CEKTOPOB SKOHOMHKHU B
KOHTEKcTe afantaimuu u BHenpenuss VM. ®duHaHCOBBIE OpraHM3alMyd CIIOCOOHBI TONYYHUTh
3HauMTeNbHbIE peumyiecTBa oT BHeApeHus MU (Longbing Cao (2021).

B Hacrosimee Bpemsi KpyIHBIE UTPOKH (PMHAHCOBOTO PBIHKA MPHUMEHSIOT noteHuuan MU B
pa3nUYHbIX chepax CBOEH e TeIbHOCTH:

- YIIy4YIIEHUH KIIMEHTCKOTO OIBITA;

Ucnons3oBanne MW momoraer (UHAHCOBBIM OpraHU3alUsSM HE TOJBKO YIY4IIaTh OIBIT
MCTIOJIb30BaHUH (PMHAHCOBBIX YCIYT, HO U MOBBIIIATH UX Ka4E€CTBO.

N B maHHOM KOHTEKCTEe NEHCTBYET KaK KaTalu3aTtop JUis MNPUHATHS OOOCHOBaHHBIX,

narareHTpuaHbIX pernenuit. (Kumarkhanova et al., 2022).

Hcnonb30BaHre MHTEIUIEKTYaIbHBIX CUCTEM 0OpaOOTKHM JOKYMEHTOB 3a CUET KiacCU(pUKALIUU
MHPOPMAIIMK 3HAYUTENBHO YCKOpSET O0OpabOTKy OONBIIMX OOBEMOB TOKYMEHTOB, YMEHbBIIAs
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BEPOSATHOCTb OIIMOOK U MOBBIIAs 3((HEKTUBHOCTH pabOThI COTPYIHUKOB.

HNanneie Insider Intelligence yxka3piBatoT, 4YTO TpH YETBEpTH OAaHKOB C aKTUBAMH,
npesbimatronumMu 100 mupn gomtapos CIIA, yxke unHterpupoBanu texHojoruu MU B cBoro
NeATEebHOCTh M, corjacHO aHanutudeckomy ueHtpy IDC, mpornosupyercs, uto k 2024 roxy
¢uHaHcoBas cepa OyJeT 3aHUMaTh BEeAyIIHE O3ULUY 110 pa3Mepy UHBecTUIMH B 11N

Texnonorust DeepFake, npumMensiemasi 11si MOIIEHHUYECKUX OMEPAIUii, MPEICTaBIsAET COOOH
HOJENIKY U300paXkeHUi, BUe0 Wi ayanodaiinos ¢ ucnoaszoBanueM U u romy6okoro o0yueHus.
OTa TEXHOJIOTHUS MOXET HMHTHUPOBATh TO0J0CA, BBIPAXKEHUS JMIA W JIBWXKCHUSA, CO3/aBas
peaTUCTUYHBIN, HO (aIbIIMBBIA KOHTEHT (Arxiv, 2025). Ucnons3oBanue TexHonoruu DeepFake mis
MOIIICHHUYECTBA TPEACTaBIsIET CO0OH cephe3Hyto yrpo3dy. COOTBETCTBEHHO WENBIA  PSf
71a00paTOpHii U MHCTUTYTOB 3aHUMAIOTCSl UCCIIEIOBAaHUSIMU U pa3pabOTKON METOJJ0B OOHAPYKEHUs
nozo6Horo momennnyectsa (Tkachenko et al., 2023).

B Kaszaxcrane oxHUM H3 TOAOOHBIX IPUMEPOB SIBJISAETCS MPOLECC TECTUPOBAHUSA
OMOMETPHUYECKUX DPEUICHUH ITOCTABUIMKOB, OCYIIECTBISIEMBIH B PaMKax WX MPUCOCTUHEHUS K
Ilentpy oOMeHa MIEHTU()UKALMOHHBIMU JaHHBIMH HalnuoHaIbHOM MIIATEKHOW KOPIIOpALHH.
(Kymamunosa u ap., 2021). YacTbio 3TOr0 mpoliecca sBIsSIeTCsS OIleHKa OMOMETPUUYECKHUX PeIIeHUN
pa3IMYHBIX TIOCTABIIMKOB Ha CIIOCOOHOCTh OOHapykeHus ¢akToB ucnosnb3oBaHus DeepFake
TEXHOJIOTUH TSt (panbcu(pUKANU TUIHOCTH TIPH MOTyYeHUH (PUHAHCOBBIX YCIIYT.

I'moGanbHoe pa3ButHe KoHuenuuu Open Banking siBnsercs 3HaUMMBbIM JIpaiiBepoM pa3BUTHS
ucnonp3oBanus MM Ha (puHAHCOBOM pBIHKE. DTO HANPaBJICHHE, CBSI3aHHOE C OTIEPATUBHBIM COOPOM
JaHHBIX M UX Hocienyolei oopabotkoii ¢ npumenenuem MU, obecneunBaeT Gojiee OTKPBITHIA U
yHUGUIIMPOBAHHBIN TOCTYM K puHaHCcOBbIM naHHbIM. (Aubakirova & Yerdesh, 2021).

B coueranuu ¢ RegTech pazsurue cucrem Open Banking obecnieunBaer 6omee 3¢pdexTuBHbIC
MeXaHHM3MbI PEryJIMPOBaHUs U Haa30pa B puHaHcoBoi chepe (Alibekova et al., 2020). B kouTekcte
RegTech 310 03HavaeT, 4TO perynsaTopbl MOTYT MOJIYy4aTh aKTyaJdbHYIO U TOUHYIO MH(OPMAIHIO OT
(UHAHCOBBIX YUPESKICHHN B PEalbHOM BPEMEHH. DTO MOBHIMAET 3()PEKTHBHOCTD PETYISTOPOB B
MUKPOIPYAEHIHATEHOM peryJIupoBaHUY, BBISIBIICHUH (UHAHCOBBIX NPECTYIJICHUH,
MPEIOTBPAIICHNA MOIIEHHHYECTBA M O0ECIIEYeHUHN COOJIOJCHUS 3aKOHONATENBCTBA. B 1emom,
pa3Bute Open Banking B pamkax RegTech oGecnieunBaer Gosiee MHTEIpUPOBAHHBIM, TPO3pavHBINA
u 3(QdeKTUBHBIN MOAXON K pPEryJupoBaHHIO (HUHAHCOBOW cdepbl, CIOCOOCTBYS YIydIIEHUIO
0€30IIaCHOCTH, CHIDKEHHIO PUCKOB M oOecreunBas Ooyiee BBICOKHH YPOBEHb COOTBETCTBHS
HOpMAaTHBaM.

B 10 %*e Bpems, pazButue Open Banking HeoOxomumo 17sl pa3BUTHS TEXHOJIOTUN U TTOIXO0B
TeHEpalluU CHUHTETHYECKUX JIaHHBIX, KOTOpbIE MOTYT ObITh C(HOPMHUpPOBAHBI TOJBKO Ha OCHOBE
pEaNbHBIX TaHHBIX, COOPaHHBIX CO BCETO PHIHKA, & UX 0€30MAaCHBIN cOOp B CBOIO 0OYepeh HEBO3MOXKCH
6e3 pazButoii cuctembl Open Banking. Yike ceiiuac HaOmronaeMoe pa3BUTHE KOMITAHWH B UHIYCTPUH
¢uHaHCOBBIX TexHOJOrHi EBpomelickoro corosa, BennkoOputanuu u ABCTpaiuu CBSI3BIBAETCS C
MIOCTOSSHHBIMU M TIOCJIEIOBATENIbHBIMU yCHIMAMHU 10 pa3Buthio Open Banking ans cBoGogHOrO M
O6e3onmacHOro oOMeHa OaHKOBCKMMH JaHHBIMHM KJIMEHTOB. TeM He MeHee, CyIIEeCTBYET psl
OTpaHMYEHUI U1 TMOJKIIOUEHHMs K JAHHBIM CHUCTEMaM M MX HCHOJIb30BaHUIO. Mexay Tem
CHUHTETHUYECKHE IaHHBIE MOTYT CTaTh CIEIYIOIINM ApaiiBepoM pocTa (PUHAHCOBBIX TEXHOJIOTHH,
cBs3aHHbIX C pazButueM HMU. B cinyuae cUHTETMUECKMX HAaHHBIX CHH)KAeTCsl MOPOr BXoJAa M
obneryaercs JOCTYH K HEOOXOIMMBIM JaHHBIM JUIsI WCIOJNB30BaHHUA Oojiee ITUPOKUM KPYTOM
KOMIIaHWH, B TOM YHCJIE CTapTalaMH.

[udposass Tpanchopmanus MOMOTaeT KOMIIAHUSIM — aJaNTHPOBAaThCS  ION  3alPOCHI
U3MEHSIOIIEroCsl phIHKA M BHEAPSATh NPOTrPECCUBHbIE MOAENU BeleHUs OusHeca. OTpacieBble
TUAEphl BCEpPhe3 03a00YCHBI IMEPEBOJOM CBOMX TporieccoB B digital ¥ TEXHOIOTHYECKHM
IPEBOCXOACTBOM OTHOCHUTEIBHO KOHKYPEHTOB. OJTO BO3MOXHOCTb IOBBICUTH 3((HEKTUBHOCTH
MPOIIECCOB M, KAaK CIEACTBUE, YIYYIIUTh KAa4eCTBO CBOMX MPOAYKTOB HJIHM YCIYT, a TaKkKe
CYIIECTBEHHO YBEJIMUYUTH MPUOBLIb I aKLIMOHEPOB U BIIaIeIIbIIEB OU3HEcCa.
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[TocTosSiHHOE COBEPIICHCTBOBAHUE TEXHUYECKUX U OPraHU3alMOHHBIX MEXaHHU3MOB 3alUTHI
nH(GOPMAIIMHU U BHITIOJTHCHHE BCEX HOPMATHUBHBIX, 3aKOHOJATEIBHBIX U JOTOBOPHBIX 00S3aTEILCTB B
oOnactu uH(GOpPMaLMOHHON 0€30MacHOCTH, a TaKke OOHOBJICHHE MPAaBUI BHYTPEHHETO pachopsiaka
Y TIOJIUTUKH HH()OPMAIIMOHHON OE30MMaCHOCTH.

[Ipennoxenne HOBBIX MpodeccHii, KypcoB IO MOBBIIICHUIO KBaTU(UKALWHU, CHEIHATIbHBIX
KypCOB C BO3MO)KHOCTBIO JAJIbHEHIIIETO TPYA0yCTPOICTBA U1 3aMHTEPECOBAHHBIX CIIOEB HACEIECHUS
C LENbI0 TOBBIIICHHUS PAa0OYMX MECT M TOAKIIOUEHHUS HaceleHus B pabore ¢ podoTamMu M
MCKYyCCTBCHHBIM HHTEIICKTOM. MeXaHW3Mbl aJanTaiud K poOOTH3AIMU TPEATIONaraloT akKTUBHYIO
MOJATOTOBKY crenuanuctoB no aucuurmuiniaM STEAM: Hayka, TEXHOJIOTMH, WHXUHUPUHT,
HCKYCCTBO, MareMarrka. Ha 3Tux HampaBlieHHUSX OCHOBBIBAIOTCS CEphl ACATEIHHOCTH, B KOTOPBIX
POOOTHI MMOKA HE MOTYT 3aMEHHUTD YEJIOBEKA.

Nudopmanust 0 puHAHCUPOBAHNH
310 UccnenoBanne ObUTO BHIMOIHEHO 0€3 Kakoi-1100 (PHHAHCOBOW MOAIEPIKKH.

KoH@uukT uHTEpecoB
ABTOpBI 3a5BJIsIET 00 OTCYTCTBUHM KOH(IIMKTA HHTEPECOB.

ABTOpPCKHE BKJIAbI
HNapubexoBa AC.- ocHoBHOe coaepkanue; JlapubekoB CC- mepeBoj, peIakTHPOBAHHE,
ucnpasnenus; lapubexoBa HC- nononHenus u nouck HHPOpMAaIIUH.

JOCTYIIHOCTH HCTOYHUKOB
JlaHHbBIE, HCIOJIB3YEMBIE B 3TOM CTATHE, JOCTYIIHBI 10 3aIIPOCY aBTOPOB.
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